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Abstract—Recent research has shown that federated learning
offers numerous benefits, including improved privacy, reduced
communication costs, and enhanced scalability. Our proposed
architecture and methodology for indoor Bluetooth localization
systems leverages these advantages by utilizing federated learning
in the fog layer, leading to increased accuracy in classifier models.
To do so, we propose an architecture for indoor Bluetooth
localization systems based on edge, fog, and cloud computing
layers with temporal windows, utilizing federated learning in
the fog layer of the architecture. Additionally, we present a
methodology in which data is collected and aggregated on the
edge layer, the localization model is trained and deployed on fog
nodes, and a conflict resolution method is proposed in the cloud.
A localisation case study is evaluated to determine the optimal
parameters of the methodology, and to check the consistency and
speed of a model generated with the methodology. According to
the experiment performed, increasing the time window for data
aggregation in both the edge and fog layers results in higher
classifier accuracy.

Index Terms—Bluetooth low energy, Indoor location system,
Federated learning, Aggregation in temporal windows, Fog-edge-
cloud computing

I. INTRODUCTION

INDOOR localization systems have a wide range of ap-
plications across various fields, including health and well-

ness [1]–[3]. In particular, these systems are crucial for lo-
cating dependent individuals and detecting daily activities and
anomalies [4]–[8]. However, there are ongoing challenges,
such as multi-occupancy, that need to be addressed [9].

Numerous indoor localization systems based on Bluetooth
Low Energy (BLE), WiFi, or other wireless technologies have
been proposed in the literature [10], with many utilizing ma-
chine learning models for improved accuracy [11]. However,
traditional centralized machine learning models pose signif-
icant privacy concerns and are not well-suited for real-time
solutions due to added computational complexity. To address
these challenges, federated learning models have emerged as
promising solutions [12]–[15].

The federated learning approach allows devices to build and
train models locally, without the need to transmit raw data
to a central server. By doing so, this approach offers several
advantages, including increased privacy protection, reduced

Grant PID2021-127275OB-I00 funded by MICIU/AEI/10.13039/501100
011033 and by “ERDF A way of making Europe”.

network latency, decreased energy consumption, and improved
accuracy and efficiency in indoor localization. The federated
learning framework includes various models, such as federated
reinforcement learning, federated supervised learning, genera-
tive adversarial networks, and contrastive learning [16].

Federated systems contribute in the field of healthcare [17],
[18]. In hospital resource management [19], it is intended to
predict future hospitalizations of patients with heart disease
or their mortality. This FL scheme’s potential can be further
increased in various fascinating healthcare and medical appli-
cations [20], [21], such as health monitoring, recognition of
activities for assisted living, fall prediction, and disease diag-
nostics (e.g. by Magnetic Resonance Imaging Reconstruction).
COVID-19 has recently spread quickly over the world and has
become a significant health issue in several nations. In this
field, federated solutions [22], [23] for early detection through
X-ray image analysis have also been provided. In many of
these solutions, the models and their updates are sent to the
cloud and in many cases techniques are used with recording
devices that reduce the privacy of the users [18].

Therefore, the inclusion of federated learning models in
indoor localization systems is crucial for advancing healthcare
applications [17], [18] and supporting dependent individuals.
Federated learning provides a more secure and efficient ap-
proach to indoor localization, while maintaining user privacy
and enabling users to retain control over their data. Addition-
ally, this approach reduces the amount of data that needs to be
transmitted over the network, resulting in lower latency and
decreased energy consumption [18].

In the area of federated indoor location systems, some
examples can be found. For example, Liu et al. [24] present
a federated system using WiFi technology in which the entire
model is sent from the server in the cloud. Although it applies
a federated architecture, it presents some problems as the
model can be compromised by an attacker.

The need for a novel architecture for indoor localization sys-
tems is pressing, particularly in healthcare applications where
accuracy, low latency, and privacy protection are paramount.
Current systems rely on centralized servers, which necessitate
the transmission of raw data from devices, posing security
risks and potentially compromising patient privacy.

To address these challenges, this paper proposes an archi-
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tecture that leverages edge, fog, and cloud layers to enable de-
vices to build and train models locally. The proposed approach
is based on the use of RSSI data streams from BLE devices,
which have shown promising results in indoor localization
systems [4], [25]. The proposed system also incorporates
wearable devices and fixed beacons to enable multi-occupancy
tracking. RSSI streams are aggregated in temporal windows,
which have demonstrated success in other sensor-enabled
application areas [26], [27].

Therefore, this document includes the following novelties
with respect to the existing research:

• New methodology based on federated learning with tem-
poral windows in the fog layer, allowing the privacy of
the inhabitants.

• The system allows training and deployment of a location
classification model in the fog layer with lightweight
classifiers so that they can be deployed in real time on
single board computers.

• The proposed methodology is evaluated to verify the
consistency of the generated models and the feasibility
of using them in real systems with affordable response
times. Furthermore, it includes an analysis of the best
configurations to obtain better results.

In order to carry out the proposals presented, this work
is structured as follows. First, Section II reviews the ba-
sic concepts of BLE technology. Subsequently, Section III
provides an overview of the proposed BLE location system
architecture. Section IV presents the FL methodology. Then,
in Section V an evaluation of a case study is presented in
order to extract the optimal parameters for the methodology
presented to verify the validity of the model generated with
the federated methodology and, finally, in the Section VI the
conclusions of this work are presented.

II. BLUETOOTH LOW ENERGY

This section review different works and research on indoor
localization systems. These systems are designed to identify
and track a set of elements in enclosed spaces through wireless
technologies, using a set of input values coming from sensors
or other devices [11].

Among the sensor devices used to perform the localization
we find mechanical, electrical, magnetic, acoustic, radiofre-
quency and optical technologies [10]. The most widely used
technology is based on the propagation of electromagnetic
waves to provide wireless communication. This includes WiFi
technologies [28], ZigBee [29], Ultra-Wide Band [30], Radio
Frequency Indetification [31] and BLE [32].

The BLE (Bluetooth Low Energy) technology used in this
work and has been widely deployed, given its advantages. This
technology has an operating frequency of 2.4 GHz, which
allows guaranteed availability and collaboration with other
network services, as well as being low cost and having low
power consumption with the advent of version 4.0 [33].

Two groups can be distinguished in indoor localization:
active or passive localization [10]. On the one hand, active
localization systems depend on direct user interaction and are

usually device-based. Passive systems, on the other hand, do
not require user interaction and can be device-based or device-
free. In general, there are no purely passive systems because
they are camera-based, which are not usually used for privacy
reasons. So, the solution is to adopt a hybrid design in which
the user wears a wearable device, such as an activity bracelet
or a mobile device.

Several methods can be used to approach the indoor local-
ization problem. These include filter-based methods, machine
learning methods and deep learning-based methods. On the
one hand, filter-based methods, such as the particle filter
[34] or the Kalman filter [28] ensure a large number of
solutions. These types of methods consist of three phases:
prediction, measurement and assimilation. On the other hand,
we have the traditional supervised learning methods. Some of
these methods are Support Vector Machine (SVM) [35], K-
Nearest-Neighbor (KNN) [36] and tree-based methods such
as Decision Trees (DTs) [35] and others [37].

Finally, although this type of technology provides us with
many benefits, there are some technical challenges to be
found [38], [39]:

• One of the main problems is the variability of radio signal
strength (RSSI), which can be affected by factors such as
interference, signal attenuation, and physical obstacles in
the environment. Additionally, RSSI-based positioning is
prone to errors due to the imprecision of measurements
and variability of the signal. The complexity further
increases when dealing with complex environments such
as large buildings or outdoors, where the signal may
reflect and distort.

• Another complication in the process of obtaining relevant
person position is the need for a high density of devices
to ensure adequate coverage of the area of interest.
Moreover, the placement of devices needs to be strategic
to avoid signal overlap and interference. This can be espe-
cially challenging in changing or dynamic environments,
where the device position may need constant adjustments
to maintain positioning accuracy.

• The process of obtaining relevant position can also be
affected by variability in human behavior. Individual
characteristics such as height, weight, and body shape can
affect signal strength and therefore positioning. Moreover,
the way a person carries the wearable device can also af-
fect positioning accuracy. Variability in movement speed
and direction can also be a factor, especially in dynamic
or changing environments such as airports or stadiums.

All these factors can increase the complexity of obtaining
relevant person positions and affect the accuracy of the results.

III. SYSTEM ARCHITECTURE

This section presents the two BLE device roles –the anchor
role and the beacon role– incorporated into the architecture
to decrease energy consumption. Then, the architecture of the
indoor localization system in the edge, fog and cloud layers
is presented.
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Fig. 1. Interpretation of RSSI values

A. Role of anchors and beacons

The indoor location system with BLE devices is based on
the concept of RSSI (Received Signal Strength Indicator). This
requires at least two devices with two roles. The first device
emits a BLE signal with a certain strength and the second
device waits to receive the signal with a certain strength, i.e.
the RSSI.

In the architecture proposed in this paper, the device that
emits the BLE signal is a wearable device carried by each
inhabitant in the enclosed space and will have the role of
location beacon. This beacon device will be mobile and
is uniquely identified by its MAC address within the BLE
network. The device that performs RSSI signal readings is
called a location anchor, which frequently performs readings
of possible RSSI signals and is in a fixed position.

The RSSI of BLE typically oscillates in the range of
[0,−100]; higher RSSI values, i.e., closer to 0, indicate that the
two devices are close. Lower values indicate that the devices
are farther away from each other. When no RSSI is detected,
it is evident that the devices are so distant that the BLE signal
is not received by the anchor (Figure 1). RSSI only provides
data on the remoteness and closeness of the beacon to the
locating anchor. For this reason, it is necessary to distribute
multiple locating anchors around the interior of the enclosed
space in order to cover the entire area.

The proposed architecture provided in this paper offers a
longer battery life for the wearable devices. This is due to
the fact that the RSSI signal readings are done at the location
anchor in a fixed position with a continuous power supply. In
addition, the RSSI signal processing is performed at some of
the location anchors, which we will call fog nodes. Thus, the
fog nodes are the ones that receive all the load in terms of
scanning nearby BLE signals and processing the data.

Below are the types of devices that have been proposed in
this architecture as location beacons and anchors.

• Location beacon. The activity wristband Xiaomi Band

31 has been selected because it features BLE 4.2 con-
nectivity with low power consumption, a battery life of
approximately 20 days, and is small (17.9 x 46.9 x 12mm)
and lightweight (20g). It is also available at an affordable
price. This device is not performing any kind of logic,
it only has to serve the BLE connection, therefore its
lifetime is in accordance with the manufacturer’s specifi-
cations.

• Location anchor. The Raspberry Pi 4B2 processing unit
has been selected for having a similar computing capacity
to a traditional computer, while being smaller (85 x
56mm) and consuming less power than other computers
(less than 500mA). The BLE nano USB adapter was used
to provide connectivity to the Raspberry Pi 3.

B. Computing layers

The purpose of multiple layers is to aggregate the RSSI
values in the lower and intermediate layers (edge and fog)
to later transmit the location without RSSI values to the
upper layer, the cloud layer, avoiding the RSSI values to be
transmitted outside the enclosed space. Therefore, the learning
of the localization model is exclusively performed in the fog
nodes.

The following is a description of the architecture’s compu-
tation layers, describing the computations performed in each.

• Edge layer. The edge layer is composed of the set of
fixed location anchors within the enclosed space which
are associated to a single area of interest. Each anchor
collects the RSSI from the MAC addresses of the mobile
beacons, aggregating the values in a temporal window
through an aggregation operator.
This aggregated data at the edge of each anchor is sent
to a fog node where the federated learning model is
included to determine the location. Therefore, the raw
RSSI values are not sent, only an aggregation of them.
The computation in this layer is detailed in Section IV-B1.

• Fog layer. All fog nodes compose the intermediate layer
and are in charge of coordinating all the logic of the area
being monitored. The fog nodes are beacons representing
each area of interest for localization. Thus, each area of
interest has only one fog node.
The fog node collects the aggregated values of the an-
chors of the mobile beacons detected within the area. This
fog node contains the data-driven location model to iden-
tify whether or not a mobile beacon, i.e., inhabitant, is in
that area. This model will be described in Section IV-B2.
The fog nodes perform FL to learn a specific location
model to determine whether an inhabitant is in an area
or not. The FL approach will be described in Section IV.

• Cloud layer. The cloud layer is composed of a com-
plete localization system that exclusively receives the
locations of the inhabitants in the enclosed space. This

1https://www.mi.com/global/mi-band-3/specs/
2https://www.raspberrypi.com/products/raspberry-pi-4-model-

b/specifications/
3https://www.tp-link.com/es/home-networking/adapter/ub400

Authorized licensed use limited to: Universidad de Jaen. Downloaded on May 16,2025 at 09:20:51 UTC from IEEE Xplore.  Restrictions apply. 



system is composed of the following components: i)
The database stores the system locations in a persistent
manner, representing the location of an inhabitant. The
information associated with the areas and the inhabitant
are completely anonymous (sending identifiers instead of
strings, e.g. ”bedroom” is sent as 0 in combination with
the MAC of the activity wristband) and cannot be iden-
tified by an attacker. Furthermore, the data is encrypted
in the whole communication process (MQTT with TLS
and HTTPS) and information that identifies wristband
activity with a dwelling in the database (AES-256). ii)
Notification service, which sends push notifications to
the mobile location monitoring application, showing the
new locations of the mobile beacons. In this case, a
reverse conversion of the identifier to the string (location
and inhabitant data) is performed. iii) Real-time mobile
monitoring application, which allows users to configure
location alerts by means of rules. It should be noted
that the RSSI data collected in the cloud layer are not
held here, as they were collected in the edge layer and
aggregated. The aggregated data is then sent to the fog
layer.

For communication between the edge layer and the fog
layer, the MQTT (Message Queing Telemetry Transport) pro-
tocol is used and a broker is deployed locally. Therefore, the
location of the inhabitant computed in the fog node is sent to
the cloud server, which integrates the location system, through
TCP/IP.

IV. FEDERATED LEARNING-BASED METHODOLOGY

In this section we present the methodology based on FL
that is behind the BLE indoor localization system. In order
to proceed, firstly, we will define the framework where the
methodology notation will be presented. Secondly, we will
present the computation that is performed in temporal win-
dows. Finally, we will define the FL that is performed in
the fog nodes of the system with the resolution methods for
conflict.

A. Federated framework

In the enclosed space under monitoring, there are a set
of inhabitants {H1, ...,Hk, ...,HK} that have a set of mobile
localization beacons associated to each – in our case, wearable
wristbands W = {w1, ..., wk, ..., wK}. So, the wearable device
wk, identified by its MAC address wk, is associated to the
inhabitant Hk.

The closed space S is composed of a set of areas
{A1, ..., Aj , ..., AJ} ∈ S. For each area Aj , a set of location
anchors are deployed to cover that area, {c1j , ..., cij , ..., cIj} ∈
Aj . An anchor can only belong to one area, i.e., Aj ∩Ai = ∅.

Within the set of anchors of an area, there is a single anchor
that will act as a fog node, which is noted as c̃ij . Thus, the
fog node c̃ij is subscribed by the MQTT protocol to the set
of area anchors {c1j , ..., cij , ..., cIj} ∈ Aj . Any anchor with a
connection to the local network and the Internet can assume
the role of fog node without any restrictions.

Each anchor cij generates a stream of RSSI measurements,
StRSSI(c

i
j) = {mil

j }, where each measurement is defined
by a 3-tuple mil

j = {tilj , wil
j , v

il
j } where tilj is the timestamp

of the measurement collection, wil
j is the MAC address of

the wearable device from which it is being collected: wil
j ∈

{w1, ..., wk, ..., wK} and vilj is the RSSI value of the anchor
size cij with respect to the wearable device mil

j at a given
instant tilj .

B. Computing in temporal windows

This paper proposes aggregating the RSSI values in both
the edge layer and the fog layer. The aggregations in these
layers are illustrated in Figure 2 and outlined below.

1) Computing in the edge layer: The proposal of this work
is to transmit the lowest amount of RSSI data from the edge
nodes to the system. For this purpose, the measurements of
a location anchor and a location beacon are aggregated in a
temporal window before such information is sent to the fog
node.

To do so, a window size is defined in the edge nodes, which
we will call Ez, to calculate a temporal window with respect
to that size according to:

∆(t) = [t− Ez, t]

The measurements of an anchor that compose a time win-
dow at a given instant t0 will be those that satisfy the following
equation:

TW
(
StRSSI(c

i
j), Ez

)
= {tilj ∈ mil

j |tilj ∈ ∆(t0)}

In this time window there are measurements that correspond
to multiple inhabitants wearing different activity bracelets.
Because of this fact, we have to group the measurements that
correspond to the same activity bracelet by their MAC address,
wk. Thus the set of such measurements will be identified as
RSSIwk

.

RSSIwk

(
StRSSI(c

i
j), Ez, wk

)
={(

TW
(
StRSSI(c

i
j), Ez

)
, wk

)
;wil

j ∈ mil
j |wil

j = wk

}
Once we have the number of location beacon measurements

that have been read by a location anchor cij , we can aggregate
the RSSIwk

measurements using an aggregation operator AO.
Assuming that the aggregation operator was the arithmetic
mean, the aggregated values would be calculated as follows:

AO
(
RSSIwk

(
StRSSI(c

i
j), Ez, wk

))
=( ∑

vilj
|RSSIwk

|
; vilj ∈ mil

j

)
To simplify the terminology, we will note the aggregate

values as follows:

AggRSSIijk(Ez) =

AO
(
RSSIwk

(
StRSSI(c

i
j), Ez, wk

))
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Fig. 2. BLE indoor localization system architecture based on a FL methodology with time windows

Finally, the aggregated values of the time window of the
device wk, of the location anchor cij , will be sent by MQTT
to the fog node c̃ij of the area Aj . The message published by
this anchor is:

t0 / cij / wk / AggRSSIijk(Ez)

2) Computing in the fog layer: In each fog node c̃ij there is
a specific location model to determine whether an inhabitant is
inside or outside the area Aj . The location model is trained by
federated learning and will be described in detail in Section IV.

The area location model Aj is called LMj and receives
a feature vector as input, where each feature represents the
aggregated value with the operator AO′ in a second time
window ∆(t′) with a larger size than the first time window
Ew′ > Ew. Thus, a larger number of samples are collected
from a time period with the aggregated values.

AggRSSI ′ijk(Ez′) =

AO′(AggRSSIijk(Ez)) | t0 ∈ ∆(t′)

Therefore the input to the location model LMj in area Aj

will be the inhabitant’s feature vector with the MAC address
of device wk with the aggregate values of the anchors in the
time windows ∆(t) in the edge layer and ∆(t′) in the fog
layer.

The output of the location model LMj will be dicotomic
{0, 1}, indicating with a 1 that the inhabitant of the device
wk is in the area Aj and with the value 0 that it is not in
the area Aj . Hence, the information that is communicated
to the cloud layer when the inhabitant is in the area Aj is:
Topic =”t0, wk, Aj ,max(AggRSSI ′ijk(Ez′))”

C. Federated learning in fog

The proposal of this work is to specifically train fog nodes to
determine whether an inhabitant is inside or outside a given
area. Therefore, we do not create a general location model

Fog layer

Training mode

Waiting tagging 
data

Fog node

Raw RSSI

Dataset generation:
- Invalid values are removed
- Temporary windows are 
applied
- RSSI samples for the same 
timestamp are clustered
- Transform the values to a 
scale [0, 1]

Does the model improve 
by surpassing the de�ned 

threshold?

Deletes the 
last dataset

receives 
data

Evaluation new model 
with cross-validation 
(0.8 training, 0.2 test)

NO

Main mode

Aggregated RSSI

Inference model

sends 
encrypted 

data

Generates input values

is added to the 
other datasets Inferred locationSaves new dataset

 and model
YES

switches to main mode

Cloud layer

Edge layer

label_08042022050513

App labeler

Start training 
mode and 
send labelled data

Fig. 3. Description of the steps for the fog core modes: training and main

that obtains the data from each area to determine the location,
but rather the fog nodes are the ones that determine if the
inhabitant is in that area.

In training mode, the fog node notifies its set of anchors of
the change. In this case, the anchors send the raw RSSI for
the node to handle directly, allowing different window sizes
to be applied. In deployment mode, the anchors directly send
the input value for the location model, i.e., the aggregated
RSSI through temporal windows for real-time classification
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Fig. 4. Mobile application used for sample labeling. The figure shows the different views and how they interact

according to the formulation defined in Section IV-B2.
The following approach was taken in federated training

mode that is illustrated in Figure 3.
1) RSSI collection for area Aj . This process enables to

segment the locations by date, noting the RSSI obtained
by the different areas of the enclosed space. For this pur-
pose, an Android mobile application has been developed
on a BLE-enabled device.. The app allows us to create a
set of area tags (locations) and to save the start and end
time for each tag (Figure 4). This methodology provides
scalability, allowing the set of locations to be changed
(add, modify and delete tags). The set of locations is
stored in the fog node of the area.
The data generated in the app is sent directly to the fog
node via BLE connection to the mobile device. At the
same time, the fog node collects the RSSI data from the
start of the training mode and stores it temporarily in
raw form. While receiving the general tagging data, it
retrieves the raw data from the start date to the end date,
and tags the samples individually.

2) Feature extraction from the RSSI generated for area Aj .
The system processes the data to extract the features
that will compose the training dataset for the localization
model. The timestamp is taken as a reference value and
the values are aggregated by area, taking into account
the values of the temporal window at the edge Ew and
in the fog Ew′, following the equations presented in
Section IV-B.

3) Generation of an extensible dataset for the fog node of
the area. Once the dataset with the feature vectors is
generated, it is stored on disk with the other previously
generated datasets.

4) Construction of the location model for the fog node area.

Each node retrieves the stored dataset and the location
model is trained with the new data record. If the new
model improves on the previous one, it replaces by the
older model. To improve the previous model, the new
model must improve accuracy and must not decrease
the F-score. Otherwise, the deployment of the previous
model is maintained and the new dataset is permanently
deleted, because it does not contribute anything to the
system. Finally, the node returns to the main mode.

The pre-processing, training and evaluation of the dataset
takes minimal execution time, due to the use of lightweight
classifiers as defined in section V-B.

D. Resolution methods for conflict

It is important to note that conflicting solutions may arise
when inferring the location. For example, when multiple
locations are detected in the fog nodes. To address this issue,
our methodology proposes three resolution methods, which
will be evaluated later on.

The first method, Restricted, the system does not return
any location. The second method, Conservative, the system
chooses the oldest location where only one location was
detected. Finally, the third method, Innovator, the system
chooses the new location and discards the oldest one.

In the Table I, an example of each resolution method can
be observed, considering the location data returned by the
inference system in the fog node.

V. CASE STUDY EVALUATION

In this section, a real case study is presented to evaluate the
methodology for BLE indoor localization systems based on
federated learning and time windows. For this purpose, first,
an overview of the space and the localization scenarios carried
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TABLE I
EXAMPLE OF APPLICATION OF THE METHODS WHEN MULTIPLE

LOCATIONS ARE DETECTED

Method A1 A2 A3 Previous
inference

New
inference

Restricted 0 1 1 A2 -
Conservative 0 1 1 A2 A2

Innovator 0 1 1 A2 A3

out in this space is provided. Secondly, the configurations
evaluated to optimize the methodology and the results obtained
are presented. Thirdly, the results obtained according to the
evaluated parameters are discussed.

A. Evaluation space and scenario

The system evaluation scenario has been deployed in a
shared room inspired by nursing homes, where indoor local-
ization is especially needed for monitoring. For example, it is
necessary to detect if a person gets up at night to go to the
bathroom or if an elderly person is wandering outside at night.

The dimensions and layout of the shared nursing home-
like room are illustrated in Figure 5. This room comprises a
bedroom, a bathroom and a hallway connecting the two rooms.
In this context, the locations of interest included: the bedroom,
the bathroom and outside the shared space. The architecture
proposed in Section III has been deployed in this shared room.
This space required 4 anchors to be deployed, one of them in
the bathroom (Anchor 1) and the other three in the bedroom
(Anchor 2, Anchor 3 and Anchor 4). Within this space, it is
worth noting that Anchor 3 acts either as an Edge node to
receive RSSI or as a Fog node within the shared room.

The distribution of the anchors was determined by the
position and number of electrical connections available in the
space. In this case, the room had five but it was decided to
use only four of these so as to optimize the use of resources
and energy consumption. Moreover, in future projects we shall
be working on improving the energy efficiency of the system
through intelligent plugs and advanced electrical systems.

In this space to be evaluated, RSSI samples were collected
from the wearable device at a frequency of 1 second per
anchor. Specifically, 4 approximately 15 minute-long scenarios
were collected. In each scenario, the person moves through
the space with the wearable device, spending approximately
5 minutes at each of the 3 locations. The start and end time
at each room location was annotated in the dataset, for which
the inhabitant used a mobile application.

The dataset is composed of the RSSI received from the 4
anchors in the shared room and the wearable device worn by
the inhabitant. It hosts 4 scenes in which the inhabitant walks
through each of the locations of interest. In total, a 45 minute
dataset with over 20,783 RSSI readings is obtained.

B. Results and discussion

In order to evaluate the consistency of the models generated
by the presented methodology, a set of experiments has been
carried out. In addition, a number of parameters have been
tested to determine the best configuration. Finally, a series of
runs have been made to determine the training and inference
time on the node device to check its effectiveness in real time
applications.

For this study, a dataset obtained with our federated system
has been used. The dataset was generated by performing three
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TABLE II
PERCENTAGE OF ACCURACY ACHIEVED FOR MEAN AO

Classifier
Temporal
window
edge (s)

Temporal
window
fog (s)

Acc.
M1
(%)

Acc.
M2
(%)

Acc.
M3
(%)

KNN 1 2 0.88 0.89 0.88
5 0.91 0.92 0.91

10 0.94 0.94 0.94
5 5 0.91 0.93 0.92

10 0.94 0.94 0.94
10 10 0.97 0.99 0.98

SVM 1 2 0.87 0.88 0.88
5 0.91 0.91 0.91

10 0.91 0.92 0.92
5 5 0.92 0.92 0.92

10 0.91 0.92 0.92
10 10 0.92 0.92 0.93

DTs 1 2 0.87 0.89 0.88
5 0.91 0.92 0.92

10 0.93 0.93 0.93
5 5 0.90 0.91 0.91

10 0.93 0.93 0.93
10 10 0.92 0.93 0.93

RF 1 2 0.89 0.89 0.89
5 0.91 0.92 0.92

10 0.93 0.93 0.93
5 5 0.92 0.93 0.93

10 0.93 0.94 0.94
10 10 0.93 0.93 0.93

different sample collections through the app. The dataset is
available on the website of the present work4.

The parameters that have been evaluated are listed below:
• Aggregation operator: arithmetic Mean, Median and

Maximum.
• Classifier: KNN, SVM, DTs C4.5 and Random Forest

(RF).
• Time window in the edge layer: 1 second, 5 seconds

and 10 seconds.
• Temporal window in the fog layer: 2 seconds, 5 seconds

and 10 seconds.
• Conflict resolution methods: Restricted (M1), Conser-

vative (M2) and Innovator (M3).
The results are presented according to the three aggregation

operators: for mean operator are shown in Table II, for median
operator in Table III and, finally, for maximum operator in
Table IV. The 20 highest accuracy percentages of the whole
experiment are marked in bold.

One feature that has been included in this analysis is the
use of temporal windows in both the edge and the fog layers.
Based on the results obtained, as window size increases, the
accuracy of the results increases for all aggregation operators
and all evaluator classifiers.

Accuracy increases as we apply a larger window, with the
ultimate setting of 10 seconds being the best. This pattern

4https://asia.ujaen.es/material/dataset-ips-federated/index.html

TABLE III
PERCENTAGE OF ACCURACY ACHIEVED FOR MEDIAN AO

Classifier
Temporal
window
edge (s)

Temporal
window
fog (s)

Acc.
M1
(%)

Acc.
M2
(%)

Acc.
M3
(%)

KNN 1 2 0.87 0.89 0.88
5 0.91 0.92 0.92
10 0.93 0.94 0.93

5 5 0.92 0.94 0.93
10 0.94 0.95 0.94

10 10 0.96 0.98 0.98
SVM 1 2 0.88 0.88 0.88

5 0.90 0.91 0.91
10 0.91 0.92 0.92

5 5 0.90 0.90 0.90
10 0.91 0.91 0.91

10 10 0.92 0.93 0.93
DTs 1 2 0.89 0.89 0.89

5 0.91 0.92 0.92
10 0.92 0.93 0.92

5 5 0.91 0.92 0.92
10 0.92 0.94 0.93

10 10 0.93 0.94 0.93
RF 1 2 0.89 0.90 0.90

5 0.92 0.93 0.93
10 0.93 0.93 0.93

5 5 0.94 0.95 0.94
10 0.93 0.95 0.94

10 10 0.96 0.98 0.97

TABLE IV
PERCENTAGE OF ACCURACY ACHIEVED FOR MAXIMUM AO

Classifier
Temporal
window
edge (s)

Temporal
window
fog (s)

Acc.
M1
(%)

Acc.
M2
(%)

Acc.
M3
(%)

KNN 1 2 0.89 0.89 0.89
5 0.94 0.94 0.94
10 0.97 0.98 0.97

5 5 0.97 0.98 0.97
10 0.97 0.98 0.98

10 10 0.97 0.98 0.98
SVM 1 2 0.86 0.87 0.87

5 0.88 0.87 0.88
10 0.88 0.88 0.88

5 5 0.89 0.89 0.89
10 0.89 0.89 0.89

10 10 0.89 0.90 0.90
DTs 1 2 0.88 0.90 0.89

5 0.93 0.94 0.93
10 0.93 0.93 0.93

5 5 0.93 0.94 0.93
10 0.98 0.98 0.98

10 10 0.97 0.98 0.98
RF 1 2 0.88 0.90 0.89

5 0.93 0.94 0.94
10 0.98 0.98 0.98

5 5 0.96 0.98 0.98
10 0.97 0.98 0.98

10 10 0.97 0.99 0.99
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TABLE V
BETTER 10 RESULTS OF THE EXPERIMENTS

AO Classifier
Size
edge

window

Size
fog

window

Conflict
resolution

method

Acc.
(%)

Max RF 10 10 Last 99.05
Max RF 10 10 New 98.93
Mean KNN 10 10 Last 98.69
Max RF 1 10 Last 98.45
Max KNN 10 10 Last 98.33
Max KNN 10 10 New 98.33
Max DTs 5 10 Last 98.33
Max DTs 10 10 Last 98.33
Max DTs 10 10 New 98.33
Max KNN 5 10 Last 98.21

is observed in each and every classifier for each aggregation
operator. For example, in the case of the RF classifier with
the maximum aggregation operator, the accuracy percentage
improves by 10.01% compared to the case where no time
windows and two 10 second time windows are applied. This
result can also be seen in Table V. All best results apply time
windows.

On the other hand, in the case of the aggregation operators,
it is observed that the maximum operator obtains excellent
performance in terms of accuracy. Among the overall ten
best configurations, 90% apply the maximum operator. In
contrast, applying the mean or the median barely differentiates.
Therefore, the best operator is the maximum.

Concerning the conflict resolution method, three methods
have been evaluated: restricted, conservative and innovator.
A comprehensive analysis of the results shows that the con-
servative method is more consistent in its performance. This
improvement represents an increase ranging from 0.1% to
1.0% depending on the case. The complete percentages and
other metrics such as recall, precision and f1-score can be
found in the supplementary material available online5.

Finally, a group of experiments have been performed to
demonstrate that the classifiers used allow us to generate
models that can be used in real time. For this purpose, three
different models have been used:

• Model trained with 20783 individual samples or the
equivalent of one sample collection in 45 minutes.

• Model trained with 41566 individual samples or the
equivalent of one sample collection in 90 minutes.

• Model trained with 62349 individual samples or the
equivalent of one sample collection in 135 minutes.

The training was repeated a total of 100 times on the node
device (Raspberry Pi 4). Hence, the minimum, maximum and
arithmetic mean training times in seconds have been com-
puted. In addition, about 1000 individual sample inferences
have been performed for each model.

All the results can be seen in Table VI.

5https://asia.ujaen.es/material/dataset-ips-federated/index.html

TABLE VI
RESULTS OBTAINED FROM THE EXPERIMENTS TO DETERMINE THE

TRAINING TIME AND INFERENCE IN THE NODE ELEMENT

Dataset size Training time (s)
Number of

samples
Estimated
time (min)

Inference
time (ms) Min. Ave. Max.

20783 45 < 44 19.16 19.99 20.29
41566 90 < 44 27.06 28.07 28.67
62349 135 < 44 34.65 38.86 41.02

For training time, the average times obtained were 19.99,
28.07 and 38.84 seconds, respectively. If samples per second is
computed for each trained model, the times are approximately
equal, indicating a constant rate of change. This suggests that
there is a linear relationship between the number of samples
and the time taken to train the model, with a fairly constant rate
of increase in training time per additional sample. Therefore,
a significant increase in samples will provide us with the
capability to re-build the model in a short time.

On the other hand, the inference of new values in all cases
is less than 44 milliseconds. This demonstrates that this type
of model allows us to obtain in real time the location of an
inhabitant in an enclosed space.

VI. CONCLUSIONS

In this work, we have presented a FL methodology based
on a BLE localization system architecture comprising three
computing layers (edge, fog and cloud) that guarantees the
privacy of user RSSI values in real time. The architecture
is composed of an edge layer that integrates fixed BLE
beacons that collect RSSI data streams generated by the
inhabitants’ wearable devices. In addition, a methodology has
been proposed where data streams have been aggregated in
time windows and sent to the fog nodes of the architecture.
The fog nodes have aggregated the temporal information at a
second level to perform an exclusive federated learning process
to locate inhabitants within the enclosed space. Therefore,
each location model within the space has been deployed in its
unique fog node. In addition, the model in the fog node has
allowed continuous feedback to regenerate the model. Finally,
a conflict resolution method has been implemented in the cloud
layer to determine the location of the inhabitants in the event
that more than one model determines a location. The proposed
methodology has been evaluated in a case study to determine
the best parameters, providing satisfactory results. The best
configuration reached 99.05% accuracy with the Random
Forest classifier, a 10-second temporal window at the edge and
in the fog and the conservative conflict resolution method. In
addition, a constant training time with increasing number of
samples and an inference time of less than 44 milliseconds
have been demonstrated, allowing the implementation of real-
time systems. Therefore, it is possible to build consistent and
fast models with the presented federated methodology.
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[8] A. T. Özdemir, “An analysis on sensor locations of the human body
for wearable fall detection devices: Principles and practice,” Sensors
(Switzerland), vol. 16, no. 8, 2016.

[9] M. Razzaq, J. Quero, I. Cleland, C. Nugent, U. Akhtar, H. Bilal,
U. Rehman, and S. Lee, “umodt: an unobtrusive multi-occupant de-
tection and tracking using robust kalman filter for real-time activity
recognition,” Multimedia Systems, vol. 26, no. 5, pp. 553–569, 2020.

[10] G. Oguntala, R. Abd-Alhameed, S. Jones, J. Noras, M. Patwary, and
J. Rodriguez, “Indoor location identification technologies for real-time
IoT-based applications: An inclusive survey,” Computer Science Review,
vol. 30, pp. 55–79, Nov. 2018.

[11] T. Yang, A. Cabani, and H. Chafouk, “A survey of recent indoor
localization scenarios and methodologies,” Sensors, vol. 21, no. 23, p.
8086, Dec. 2021.

[12] Z. Yang, M. Chen, K.-K. Wong, H. V. Poor, and S. Cui, “Federated
learning for 6g: Applications, challenges, and opportunities,” Engineer-
ing, vol. 8, pp. 33–41, Jan. 2022.

[13] P. Kairouz and B. McMahan, “Advances and open problems in federated
learning,” Foundations and Trends in Machine Learning, vol. 14, no. 1,
2021.

[14] G. Zhu, Y. Du, D. Gunduz, and K. Huang, “One-bit over-the-air aggre-
gation for communication-efficient federated edge learning: Design and
convergence analysis,” IEEE Transactions on Wireless Communications,
vol. 20, no. 3, pp. 2120–2135, Mar. 2021.

[15] G. Zhu, Y. Wang, and K. Huang, “Broadband analog aggregation for
low-latency federated edge learning,” IEEE Transactions on Wireless
Communications, vol. 19, no. 1, pp. 491–506, Jan. 2020.

[16] T. Li, A. K. Sahu, A. Talwalkar, and V. Smith, “Federated learning:
Challenges, methods, and future directions,” IEEE Signal Processing
Magazine, vol. 37, no. 3, pp. 50–60, May 2020.

[17] R. S. Antunes, C. A. da Costa, A. Küderle, I. A. Yari, and B. Eskofier,
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